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DETAILED ACTION 
Claim Rejections - 35 USC § 102 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

Claims 6-15 and 23-28 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Batten-Carew et al (6,603,857 Bl). 

In reference to claims 6 and 26 Batten-Carew discloses a method and apparatus for 
controlling release of time-sensitive information is accomplished by a server that establishes 
access information for a specific future time as passed (abstract). The method includes 
identifying an electronic document to be secured, the electronic document having at least a data 
portion that contains data (column 2 lines 59-67); obtaining a time-based access key (column 3 
lines 24-50); securing the electronic document through use of the time-based access key to 
produce a secured electronic document (column 3 lines 49-52); and storing the secured 
electronic document (column 50-52). 

In reference to claims 7 and 27, Batten-Carew discloses a method wherein the time-based 
access key has an access time associated therewith (column 3 lines 4-23). 

In reference to claims 8 and 28 Batten-Carew discloses a method wherein said method 
further comprises: storing the time-based access key at a remote key store, and wherein the 
time-based access key is subsequently retrievable from the remote key store only if the current 
time equals or exceeds the access time associated with the time-based access key (Fig. 1 and Fig. 
3). 
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In reference to claims 9 and 15 Batten-Carew discloses a method wherein said method is 
performed on a client machine that operatively receives the time-based access key from the 
remote key store over a network (Fig. 1 and column 3 lines 32-35). 

In reference to claim 10 Batten-Carew discloses a method and apparatus for controlling 
release of time-sensitive information is accomplished by a server that establishes access 
information for a specific future time as passed (abstract). The method 
comprising: identifying an electronic document to be secured, the electronic document 
having at least a data portion that contains data (column 2 lines 59-67); obtaining a document 
key (column 3 lines 30-35); encrypting the data portion of the electronic document using the 
document key to produce an encrypted data portion (column 3 lines 30-35); obtaining a time- 
based access key (column 3 lines 34-39); encrypting the document key using the time-based 
access key to produce an encrypted document key (column 4 lines 57-65); forming a secured 
electronic document from at least the encrypted data portion and the encrypted document key 
(column 3 lines 49-52); and storing the secured electronic document (column 3 lines 50-52). 

In reference to claim 1 1 Batten-Carew discloses a method wherein the time-based access 
key is a public time-based access key (column 4 lines 56-65). 

In reference to claim 12 Batten-Carew discloses a method wherein the time-based access 
key has an access time associated therewith (Fig. 2). 

In reference to claim 13 Batten-Carew discloses a method wherein the time-based access 
key is available from a remote key store only if the current time equals or exceeds the access 
time associated with the time-based access key (Fig. 3). 



Application/Control Number: 1 0/676,850 Page 4 

Art Unit: 2135 

In reference to claim 14 Batten-Carew discloses a method wherein the access time is a 
day of a year, and the time-based access keys are unique for each day of the year (Fig. 2). 

In reference to claim 23 Batten-Carew discloses a method and apparatus for controlling 
release of time-sensitive information is accomplished by a server that establishes access 
information for a specific future time as passed (abstract). The method includes the receiving a 
request for a time-based key (time tl Fig. 1); identifying an access time associated with the time- 
based key (part 50 Fig. 3); comparing the current time with the access time (part 52 Fig. 3); and 
refusing to distribute the time-based key in response to the request when said comparing 
indicates that the current time is prior to the access time ( the no section of part 52 Fig. 3). 

In reference to claim 24 Batten-Carew discloses a method wherein the time-based key is 
a private time-based key (column 3 lines 57-64). 

In reference to claim 25 Batten-Carew discloses a method wherein said method is 
performed at a server, and wherein the request for the time-based key is from a client module 
that is connectable to the server via a network (Fig. 1). 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 
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Claims 1-5 and 16-22 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Vainstein (2004/0064710 Al) in view of Batten-Carew. 

In reference to claim 16 Vainstein discloses a file security system of the organization that 
operates to protect the files of the organization and this prevents or limits external users from 
accessing internal documents (abstract). The system performs a method that includes obtaining 
an encrypted document key from the header portion of the secured electronic document (Fig. 9); 
decrypting an encrypted data portion of the secured electronic document using the document key 
to produce a data portion (page 6 paragraph 0068); and supplying the data portion to the 
requester (page 6 paragraph 0068). 

Vainstein does not disclose obtaining a time-based access key and decrypting the 
encrypted document key using the time-based access key to produce a document key. Batten- 
Carew discloses a method and apparatus for controlling release of time-sensitive information is 
accomplished by a server that establishes access information for a specific future time as passed 
(abstract). The method of Batten-Carew includes obtaining a time-based access key (Fig. 3) and 
decrypting the encrypted document key using the time-based access key to produce a document 
key (column 4 lines 57-65). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use the time-based key of Batten-Carew in the system of Vanstein. One of 
ordinary skill in the art would have been motivated to do this because the method of Batten- 
Carew would allow time-sensitive information to be released at any time and accessed only at a 
specific future time based on the release of access information relating to the specific future time 
(column 2 lines 29-33). 
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In reference to claim 1 7 Vainstein discloses a method wherein the time-based access key 
is identified by an indicator within a header portion of the secured electronic document (page 6 
paragraph 0068). 

In reference to claim 18 Batten-Carew discloses a method wherein the time-based access 
key is a private time-based access key (column 3 lines 57-64). 

In reference to claim J 9 Vainstein does not disclose a method wherein the time-based 
access key being obtained is acquired from a server. 

Batten-Carew does not disclose a method wherein the time-based access key being 
obtained is acquired from a server (Fig. 1). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use the time-based key of Batten-Carew in the system of Vanstein. One of 
ordinary skill in the art would have been motivated to do this because the method of Batten- 
Carew would allow time-sensitive information to be released at any time and accessed only at a 
specific future time based on the release of access information relating to the specific future time 
(column 2 lines 29-33). 

In reference to claim 20 Vanstein does not disclose a system wherein said obtaining of 
the time-based access key is dependent on the current time.. 

Batten-Carew discloses a system wherein said obtaining of the time-based access key is 
dependent on the current time (Fig. 3). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use the time-based key of Batten-Carew in the system of Vanstein. One of 
ordinary skill in the art would have been motivated to do this because the method of Batten- 
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Carew would allow time-sensitive information to be released at any time and accessed only at a 
specific future time based on the release of access information relating to the specific future time 
(column 2 lines 29-33). 

In reference to claim 21 Vanstein does not disclose a system wherein the time-based 
access key is associated with an access time, and wherein said obtaining of the time-based access 
key is permitted only when the current time is greater than or equal to the access time. 

Batten-Carew discloses the time-based access key is associated with an access time, and 
wherein said obtaining of the time-based access key is permitted only when the current time is 
greater than or equal to the access time (Fig. 3). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use the time-based key of Batten-Carew in the system of Vanstein. One of 
ordinary skill in the art would have been motivated to do this because the method of Batten- 
Carew would allow time-sensitive information to be released at any time and accessed only at a 
specific future time based on the release of access information relating to the specific future time 
(column 2 lines 29-33). 

In reference to claim 22 Vanstein does not disclose a system wherein, if permitted, said 
obtaining obtains the time-based access key being obtained from a server. 

Batten-Carew discloses a method wherein, if permitted, said obtaining obtains the time- 
based access key being obtained from a server (Fig. 3). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use the time-based key of Batten-Carew in the system of Vanstein. One of 
ordinary skill in the art would have been motivated to do this because the method of Batten- 
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Carew would allow time-sensitive information to be released at any time and accessed only at a 
specific future time based on the release of access information relating to the specific future time 
(column 2 lines 29-33). 

In reference to claim 1 Vainstein discloses a file security system of the organization that 
operates to protect the files of the organization and this prevents or limits external users from 
accessing internal documents (abstract). The system of Vainstein includes a key store that stores 
a plurality of cryptographic key pairs, each of the cryptographic key pairs includes a public key 
and a private key (page 3 paragraph 0038); and an access manager operatively connected to said 
key store (Fig. 1), said access 

manager determines whether the private key of the at least one of the cryptographic key pairs 
pertaining to the predetermined time is permitted to be provided to a requester (page 3 paragraph 
0039); 

Vainstein does not disclose a cryptographic key that pertains to a predetermined time. 

Batten-Carew discloses a method and apparatus for controlling release of time-sensitive 
information is accomplished by a server that establishes access information for a specific future 
time as passed (abstract). The method includes at least one of the cryptographic key pairs 
pertaining to a predetermined time (column 3 lines 40-47); key pairs pertaining to the 
predetermined time is permitted to be provided to a requester based on a current time (Fig. 3), 
wherein the requester requires the private key of the at least one of the cryptographic key pairs 
pertaining to the predetermined time to access a secured electronic file (column 3 lines 48-55), 
and wherein the secured electronic file was previously secured using the public key of the at least 
one of the cryptographic key pairs pertaining to the predetermined time (Fig. 1). 
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At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use the time-based key of Batten-Carew in the system of Vanstein. One of 
ordinary skill in the art would have been motivated to do this because the method of Batten- 
Carew would allow time-sensitive information to be released at any time and accessed only at a 
specific future time based on the release of access information relating to the specific future time 
(column 2 lines 29-33). 

In reference to claim 2 Vanstein does not teach an access manager only provides the 
private key of the at least one of the cryptographic key pairs pertaining to the predetermined time 
to the requester if the predetermined time is greater than 
or equal to the current time. 

Batten-Carew discloses a system, wherein said access manager only provides the private 
key of the at least one of the cryptographic key pairs pertaining to the predetermined time to the 
requester if the predetermined time is greater than 
or equal to the current time (Fig. 3). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use the time-based key of Batten-Carew in the system of Vanstein. One of 
ordinary skill in the art would have been motivated to do this because the method of Batten- 
Carew would allow time-sensitive information to be released at any time and accessed only at a 
specific future time based on the release of access information relating to the specific future time 
(column 2 lines 29-33). 

In reference to claim 3 Vanstein discloses a system wherein the requestor is a client 
module that operatively connects to said access manager over a network (Fig. 1). 
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In reference to claim 4 Vanstein does not discloses a system wherein said document 
security system further comprises: at least one client module, said client module assists a user in 
selecting the predetermined time, and said client module secures the electronic file using the 
public key of the at least one of the cryptographic key pairs pertaining to the predetermined time 
so as to provide a time-based access restriction to the electronic file. 

Batten-Carew discloses a system wherein said document security system further 
comprises: at least one client module, said client module assists a user in selecting the 
predetermined time, and said client module secures the electronic file using the public key of the 
at least one of the cryptographic key pairs pertaining to the predetermined time so as to provide a 
time-based access restriction to the electronic file (Fig. 4). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use the time-based key of Batten-Carew in the system of Vanstein. One of 
ordinary skill in the art would have been motivated to do this because the method of Batten- 
Carew would allow time-sensitive information to be released at any time and accessed only at a 
specific future time based on the release of access information relating to the specific future time 
(column 2 lines 29-33). 

In reference of claim 5 Vainstein does not disclose a cryptographic key that pertains to a 
predetermined time. 

Batten-Carew discloses a system wherein said client module further assists in unsecuring 
the secured electronic file by acquiring the private key of the at least one of the cryptographic 
key pairs that pertaining to the predetermined time from said key store, and then unsecuring the 
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secured electronic file using the private key of the at least one of the cryptographic key pairs that 
pertaining to the predetermined time (Fig. 3 and Fig. 4). 

At the time the invention was made, it would have been obvious to a person of ordinary 
skill in the art to use the time-based key of Batten-Carew in the system of Vanstein. One of 
ordinary skill in the art would have been motivated to do this because the method of Batten- 
Carew would allow time- sensitive information to be released at any time and accessed only at a 
specific future time based on the release of access information relating to the specific future time 
(column 2 lines 29-33). 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

Time-lock Puzzle and Time-release Crypto Rivest, Shamir, Wagner 1996 

Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to Paula W. Klimach whose telephone number is (571) 272-3854. 

The examiner can normally be reached on Mon to Thr 9:30 a.m to 5:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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